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AKTyanMSaLIMFI KoHLUenTa «KMGGPBOﬁHa» B A3blKe cospemeHHoﬁ
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AHHOmMauyus. B ctaTbe npuBeaeHbl pe3ynbTaTthl aHanM3a oCo6eHHOCTEN akTyanu3aunm KoHuenTa «knbep-
BOMHa» B COBPEMEHHbIX aHrMoA3blYHbIX CpeAcTBaxX MacCoBOW MH@opMauun. PaccMOTpeHO MOHSATUE KOH-
uenTa, 0603HaYeHbl OCHOBHblE XapaKTEPUCTUKN AAHHOMO MOHATUSA. AKTyanbHOCTb NPeanpuHATOro uccneso-
BaHWa obycnosneHa Hay4YHbIM MHTEPECOM K U3YUYEHMWIO YHMUBEPCASbHbIX KOHCTaHT, akKyMynMpPYOLMX 3HaHWS
O BHYTPEHHEM MMpe 4YerioBeKa, a TakKe WHTEePecoM K UCCNedOBaHUK WX A3bIKOBOW penpeseHTauun. B
Hayane XX Beka B MVpe pe3ko U3MeHWnachb reononuMTnyeckas cutyaums U, kak pesynbTtaT, B Xode COTpyA-
HMYecTBa Mexagy rocygapcTtBamMu BCE Yalle CTanu BO3HWKaTb pasnuyHble cutyaumu HegonoHumadus. Cy-
LLecTBYeT PWUCK, YTO HOCUTENWN PasHbiX MWPOBO33PEHUI MOTYT WUCTONKOBaTb OMnpederieHHble MOHATUS (B
YaCTHOCTU KOHLENT «KnbepBonHa») no-pasHoMy. CyObekTUBHbIE AePUHULUN U MHOXECTBO BapuaHToB No-
HUMaHWSA O4HOTO M TOrO Xe KOHUenTa B pasfnuyHbIX A3blkax, Kak npaBunio, NopoxaatT HEOAHO3HaYHOCTL B
TonkosaHuu. lNMpegnpuHaTa nonbiTka AeUHULIMOHHOIO M KOHTEKCTyanbHOro aHanmsa S3bIKOBblX CpeacTs,
HOMWHUPYIOLLMX UCCneayemblid KOHLEenNT.
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Actualization of the Concept of «Cyber War» in the Language of the
Modern English-Language Press
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Abstract. The article provides the results of an analysis of the features of updating the concept of «cyber
war» in modern English-language media. The article considers the conception of the concept and outlines
the main characteristics of the concept. The relevance of the study is due to the scientific interest in the
study of universal constants, accumulating knowledge about the inner world of man, as well as an interest in
the study of their linguistic representation. At the beginning of the twentieth century, the geopolitical situation
in the world changed dramatically and, as a result, in the course of cooperation between states, various situ-
ations of misunderstanding began to arise more and more. There is a risk that carriers of different worldviews
may interpret certain concepts (in particular the concept of «cyber war») in different ways. Subjective defini-
tions and many ways of understanding the same concept in different languages tend to create ambiguity in
interpretation. An attempt is made to define and contextually analyze the language tools that nominate the
concept under study.
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TepMUH «KOHLEMT» SABMNSAETCA OOHUM U3
Hanbonee LWMPOKO UCMONb3yeMbIX M CrOPHbLIX
Ha COBPEMEHHOM 3Tarne pasBUTUS rymaHuTap-
HOro 3HaHMsA. ATO CBSI3AHO C MHOXECTBOM pas-
MMYNIA B MOHMMAHMN TEPMUHA «KOHLIENT», KO-
TOpbIA TONIKYeTCs B JIMHIBUCTUYECKUX WCCre-
[0BaHNAX HeoAHo3HayHo. CyllecTByeT MHO-
)KeCTBO onpenerneHnii JaHHOro TeopeTuyecKo-
ro NoHsTUS. He ocTtaHaBnuBasicb Ha WX nepe-
YyuCreHun, Bbidenum Hambonee cyllecTBeHHbIe
MOMEHTbl B AeMUHULUAX, PEneBaHTHbIX, Kak
npeacraBnseTcs, Ans NPOBOAMMOrO HaMu UC-
crnefoBaHus.

KoHuenTt

— 3TO «KYJIbTYPHO OTMEYEHHbI Bepba-
NN30BaHHbINA CMbICS, MPEeACTaBMNEHHbIN B NraHe
Bblpa)eHMs1 LefblM psagoM CBOUX peanusa-
uun...» 1, 2];

— pesynbTaT MO3HaHWUS, aKkKyMynupyio-
LN TeopeTnyeckoe N obblaeHHOEe MOCTUXKEe-
HMe Mupa vHAMBUAOOM', psag Takux aKkTopos,
KaK >XM3HEHHbIN ONbIT YenoBeka, cucTema LeH-
HocTen u T. 4. [3];

— «...CTYCTOK KyNnbTypbl B CO3HaHUKN 4e-
noeeka; To, B BMAE Yero KynbTypa BXOOAUT B

! BonpabipeB H.H. KOrHUTVBHAs cemaHTVKa: Kypc NEKLWA Mo aH-
rnvnckon punonorun. M.: upekr-Meaua, 2016. 163 c.
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MeHTarbHbI MUP YerioBeKa; U ¢ APYron cTo-
POHbI, KOHUENT — 3TO TO, MOCPEeACTBOM Yero
4yenoBeK CaM BXOAUT B KyNbTypy, a B HEKOTOPbIX
Cryyasix 1 BIUSIET Ha Hee»” [4].

B coBpeMeHHOWN NUHIBUCTUKE U3y4veHue
KOHLLENTOB MO3BOSISIET PaACKPbITb OCOOEHHOCTH
MUPOBOCMPUATUS NpeacTaBuTenen onpege-
NeHHoMn KynbTypbl. CTpyKkTypHO-
cogepXaTenbHOM eauHULEn CO3HaHuA npegn-
CTaBuUTENEN aHrmnosi3bI4HON KynbTypbl, akKymy-
nupyloLwen HanBHble NpeacTaBneHnsa o kubep-
BOWHE, CNy>XMWT KoHUenT «cyberwarfare» (B co-
OTBETCTBUM C UMeHeM cyberwarfare, koTopoe
Havbonee NONHO oTBevyaeT NPeACTaBMNEHU0 O
AAHHOM MOHATUN B COBPEMEHHOM aHrIIMNCKOM
A3blke). B aHrmuinckon A3bikoBOW KynbType
KoHUenT «cyberwarfare» Bep6anusyetcsa no-
CPeaCTBOM A3bIKOBbIX eauHuy cyberwarfare,
cyberwar, cyber warfare n cyber war. MimeHHO
penpe3eHTaHTbl kKoHUenTa «cyberwarfare» nos-
BONSAOT onpeaenute 0COB6EHHOCTM ero akTya-
nn3aumm B aHrIIMACKON NTMHIBOKYIbTYpPE.

B cnosape Cambridge Dictionary nek-
cema cyberwarfare, Bepbanusytowias koHuenT
«KMOGepBOMHa» B aHITNIMNACKON A3bIKOBOW KyIlb-
Type, umeeT criegywowyo gedunHuumio: «the
use of the internet to attack an enemy, by dam-
aging things such as communication and
transport systems or water and electricity sup-
plies»®. CornacHo gaHHON AeduHULMM Knbep-
BOMHA OTHOCUTCA K MNOMUTUYECKM MOTUBUPO-
BaHHbIM XaKepCKMM AEWCTBUSAM C LeNbko Npo-
BEOEHUs OUBEPCUM U WINMOHaxa. Ata dopma
WHAOPMALIMOHHOM BOWHbLI MHOrAA MOXET pac-
cMmaTpuBaTbCs Kak aHanor OObl4HOW BOWHBbI,
XOTS 9Ta aHanornsa NpoTUBOPEYMBA KaK C TOUKN
3pPEHNST TOYHOCTU, TaK U C TOYKM 3PEHUS Monu-
TUYECKON MOTMBaUUKW. TEPMUH «BOMHa» MOXET
NPUMEHATLCA K «KMOEepHeTUYecKon» AedaTerb-
HOCTW TONbKO B TOM Criyyae, ecnv umena me-
CTO HamMepeHHas nonbiTka YHUYTOXUTb KaKyo-
TO MHAPACTPYKTYPY WHOCTPAHHOrO rocyaap-
ctBa. [Npeacrasutens ocymapcTBEHHOro fe-
naptameHTa CLUA Prnyapa Knapk B cBoen KHU-
re «Cyber War» onpegensieT «KuOepBOWHY»
Kak «actions by a nation-state to penetrate an-
other nation's computers or networks for the
purposes of causing damage or disruption»
(delicmeusi HauyuoHaslbHO20 eocydapcmea o
MPOHUKHOBEHUIKD 8 KOMIMbOMepPb! Ufu cemu
Opyaoli cmpaHbl € Uesbro npuqyuHeHus yuepba
unu cpelsa) [5].

2 CrenaHoB t0.C. KoHcTaHTbl. CrioBapb pycckoi KynbTypbl. OnbIT
nccnepoBanus. M.: Lkona «A3bikv pycckon KynbTypbi», 1997.
824 c.

8 Cyberwarface // Meaning in the Cambridge English Dictionary
[OnekTpoHHbIn pecypc]. URL: https://dictionary.cambridge.org/dic
tionary/english/cyberwarfare (12.10.2019).

B HacTosilee Bpemsi BeayTCcs Crnopbl O
TOM, ABNSAETCS N KMGEepBONHA pearibHOW BOW-
HOW, UNN OHa MMEET PUTOPUYECKUA U MeHee
YrpoXatoLLnin xapakrep.

OMnuprnyecknin matepuwan csugeTtenb-
CTBYeT O TOM, YTO KMOGepHeTnyeckass BOWHA
MMeeT BCe NPU3HaKN BOWHbI pearbHOW:

If cyberwarfare is considered war, then
anti-terrorism defenses must be deployed [6].

Ecnu kubepeoliHa cuumaemcs 80UHOU,
mo 0OosmkHa bbimb pasgeepHyma aHmumeppo-
pucmudeckasi 3awjuma.

...there is the tendency to cast
cyberwar as «good, old-fashioned war» in
yet another domain...*

...cywiecmgyem meHOeHUuUs  Has3sbl-
eamb KubepsolHy «dobpol cmapomMoOHOU
8oUHoU» 8 euwe o0Holl obrnacmu...

C xepTBamu:

Estonian officials are declaring that their
country is the first to fall victim to
cyberwarfare [7]. OcmoHckue 4YUHOBHUKU 3a-
sA6M5loM, 4Ymo UX cmpaHa rnepeol cmarna
xepmeol KubepeoUiHbl.

C BpeOoOHOCHBIM OpYXUEM:

29 May 2012 Computer malware
created for sophisticated cyberwarfare...

...A new type of computer malware, de-
scribed as «the  most  sophisticated
cyberweapon yet unleashed», has been un-
covered in computers in the Middle East. Antivi-
rus researchers and software manufacturers in
Russia, Hungary and Ireland...

KomrnstomepHoe epedoHocHoe [10 co-
30aHO 0ns crioXHOU KubepeoUHsl... Ha kom-
nbromepax Ha bnuwxHem Bocmoke Hoebll mur
KOMIMbIOMEPHbIX 8PEOOHOCHbIX Mpo2pamMm, KO-
mopabIl onuckbleaemcsi Kak «camMoe CO8epUIeH-
Hoe Kubepopyxue u3 Kkoeda-nubo co30aHHbIX»,
bbir1 0bHapyxxeH uccriedogamensiMu aHmueu-
PYCHbIX rpogpamMm U rpouseooumensmu rnpo-
epamMmHo2o obecriedyeHuss 8 Poccuu, BeHepuu
u UpnaHdouu...

Co cTonKkHOBEHNAMU:

But pretty much every discussion |
heard could not avoid the topic of the increas-
ing cyberwar clashes that are also taking
place; an increasingly common term to de-
scribe the state of affairs — the «new Cold War»
— has been tossed around a lot [8].

Ho noumu kax0Oas ycribiwaHHas MHoU
ouckyccusi He moana usbexamb membl ygersiu-

* Ellen Nakashima. National-Security. Dec 9, 2011 // The Wash-
ington Post [OnekTpoHHbI pecypc]. URL: https://www.washingto
npost.com/ (19.10.2019).

® BBC [3rekTpoHHbIi pecypc]. URL: https://www.bbc.co.uk/
(19.10.2019).
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YeHUs1 CMOJIKHOBeHUU 8 KubepgolHe, Komophble
makxke npoucxodssm; mepMuH Ors OonucaHusi
cocmosiHusi 0esnl — «HoBasi Xo/100Hasi 8oliHa» —
gce boriee pacrpocmpaHeH.

C HacTynaternbHbIMY NriaHamMn n TakTu-
Kamu:

....Parts of the initiative that deal with
the nation's offensive plans for
cyberwarfare.. £ ...Hacmb uHuyuamus, komo-
pble Kacatomcsi HacmyrnamersibHbIX [/1aHO8
cmpaHb! 1o kubepeouHe...

C nonem 605, ppoHTamu, Gombamn u
noTanHbIMKN NyTsIMM 06X04a CUCTEMbI 3aLLUUTI:

On October 1, 2009, a general took
charge of the new U.S. Cyber Command, a mil-
itary organization with the mission to use infor-
mation technology and the Internet as a weap-
on. Similar commands exist in Russia, China,
and a score of other nations. These military and
intelligence organizations are preparing the
cyber battlefield with things called «logic
bombs» and «trapdoors», placing virtual
explosives in other countries in peacetime [9].

1 okmsbpsi 2009 200a eeHepar so3ana-
sun Hosoe KubepkomaHdogaHue CILUA, 80eH-
HYI0 opeaHu3ayuro, Uerbo Komopou siersiemcs
ucrnosib30e8aHue UH@OPMaYUOHHbIX MEXHOJIO-
aut u MlhmepHema 8 kadyecmse opyxus. [lo-
00bHble KomaHObI cyujecmsyrom 8 Poccuu,
Kumae u dpyaux cmpaHax. Omu 60€eHHbIe U
pasgedbigameribHble Op2aHu3ayuu 20moesim
KubepHemu4eckoe none 6umebl ¢ MOMOWbIO
makux eewel, Kak «roaudeckue 6ombbi» U
«naseliku», pa3meuwjasi supmyaribHble 83pbl8-
Hble ycmpolicmea 8 Opyaux cmpaHax 8 Mup-
Hoe epems.

Cyberwarfare is clearly a front where
nation states will try to gain advantage over
each other and make plans for attack and de-
fence [10].

KubepeoltinHa — amo, 6e3ycrosHo,
poHm, ede HauuoHarbHble 2ocydapcmea by-
Oym nbimambCs OfyHUMb  MPEeUMyWecmaeo
Opya Had dpysom U cmpoums faHbl Harnade-
HUU U 060pPOHBI.

C BOeHHbIM MepcoHanoM u nogpasge-
NEeHNAMMU:

North Korea is believed to have thou-
sands of personnel involved in
cyberwarfare’. Cyumaemcs, ymo e CeeepHoli
Kopee mbicsayu compydHUKO8 rpudacmHbl K
KubepsoliHe.

° Tam xe.
" Tam xe.

Rallying
cyberwar..®

ObbeduHeHue 8olick 8 pacmyuwel Ku-
bepsoliHe...

...threatened by a new blitzkrieg, this
time from Russian cyberwar fighters. But
where are the legatees of Knudson...°

...N00 yepo3ol Hogo2o briuukpuea, Ha
amom pa3 om poccutickux boliyos kubepsou-
Hbl. Ho 20e HacnedHuku KHydcoHa...

Look at what is happening in China and
in Russia. They have units that are specifical-
ly targeted cyber warfare. They are carrying it
out. Our critical infrastructure is attacked thou-
sands of times a day [11].

lMocmompume, ymo npoucxodum 8 Ku-
mae u 8 Poccuu. Y Hux ecmb rnnodpasdesieHus,
Komopsble crieyuasibHO noG20moesrieHbl K gede-
Huto KubepeolUH. OHU ee nposodsm. Hawa
Kpumu4yecku eaxkHasi UHgbpacmpykmypa noo-
gepaaemcs amakam mbICSA4U pa3 8 OeHb.

OTW BOWHbI BbINOMHAKT ONpeAeneHHble
OoeBble 3aa4m:

«Once the second phase plan is estab-
lished, the cybercommand will carry out com-
prehensive cyberwarfare missions», a senior
ministry official said®. «Kak monbko 6ydem
paspabomaH emopoli aman rnaHa, Kubepoko-
MaHOa 8bIMoSTHUM KOMI/IEKCHbIE MUCCUU 10
KubepegoliHe», — CKa3all 8bICOKOMOCMmaesieH-
HbIU YUHOBHUK MUHUCMepcmaa.

KubepBonHa — 3TO pearnbHas yrposa
Hawewmy ByayLiemy:

...South Korea. And the real threats of
the future — cyberwar, space attacks — require
different strategies...*

...IOxHasi Kopes. A peasibHbie y2po3bi
bydyuweeo — KubepsoliHa, KocmudYeckue amaku
— mpebyrom pa3Hbix cmpameaud...

And in recent years a new threat has
emerged — cyberwarfare, where governments
launch attacks on each other's infrastructure
using computers rather than tanks or bombs
[12].

troops in a growing

U 6 nocrneOHue 200bI rnosisusiacb Hosasl
yeposa — KubepeoliHa, Kkoeda npasumesibcmea
Ha4yuHarm amaku Ha uHghpacmpykmypy opye

® The Washington Post [3neKTpOHHbIN

https://www.washingtonpost.com/ (19.10.2019).
® Charles Jennings. Aug 3, 2019 // The Washington Post [Onek-

pecypc]. URL:

TpoHHbIM  pecypc]. URL: https://www.washingtonpost.com/
(19.10.2019).
° BBC [OnekTpoHHbIn pecypc]. URL: https://www.bbc.co.uk/
£19.10.2019).

! Fareed Zakaria. Jul 19, 2019. Defense spending is America’s
cancerous bipartisan consensus // The Washington Post [Onek-
TPOHHbIN pecypc]. URL: https://www.washingtonpost.com/
(22.10.2019).
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Opyea, ucrosnb3ysi KOMMbIOMepPbl, a He MmaHKu
unu 6omo6ei.

PesynbTaTbl uMccnegoBaHUA  LEMOH-
CTPUPYIOT Creaylolime KoHuenTyasrbHble na-
pameTpbl N3y4aeMoro cMmbicna.

KubepsonHa — 310 aa:

Army cutbacks detailed, cyberwar is
hell, and all eyes still on Iran*?.

...kubepeotiHa — amo ad, ece 83251590bI
8cé ewé obpauwieHnl Ha VpaH.

KnbepBonHa — 3TO CTpaHHasi kKHura:

Cyberwar, however, is an odd book. It
makes a special plead on behalf of Hillary Clin-
ton: Russian trolls and hackers, abetted by the
news media, robbed her of the presidency [13].
KubepesoliHa, odHako, cmpaHHas KHuea. OHa
83blgaem om umeHu Xunnapu KnuHmMoH: poc-
culickue mposnnu u xakepbl, nodcmpexkaemble
cpedcmeamu maccogol UHgopMayuu, auwuiu
ee rnpe3sudeHmecmea.

KnbepBonHa — 370 rpsasHas ynoska:

And then there's the Ukraine conflict
and Russia's cyberwarfare and other dirty
tricks launched against NATO's Central Euro-
pean members, such as the Baltic states [14].
U ewe ecmb KOHGbSIUKM Ha YKpauHe, pocculi-
CKkas kubepeolHa u Opyaue epssHbIe YI08KU,
3anyuwleHHble npomus cmpaH LleHmpanbHoul
Eeporibi HATO, makux kak cmpaHbsl banmuu.

KuGepBonHa — 310 HOBad ¢hopma Tep-
popu3ama:

With many countries large and small in-
vesting in cyber warfare, it is impossible not to
think of the use of «information warfare» as a
new form of terrorism [6]. [lpu mom, ymo
MHOz2ue cmpaHbl, bonbwue u Masble, UH8e-
cmupytom 8 KubepeoliHy, Hefb3s1 He OymMamb O
rnpuMeHeHUU «UHGbopMaUyUOHHOU 80UHbI» KakK O
Hoeol ¢hopme meppopusma.

KnbepsonHa — 23710
0BbIYHOMY OPYXMIO:

According to Amy Chang, research as-
sociate at the Center for a New American Se-
curity, «Cyber warfare is a great alternative
to conventional weapons» [6]. [To crnosam
Amu YaHe, Hay4yHozco compydHuka LleHmpa
HoeoU amepukaHckol besonacHocmu, «Kubep-
g8olHa — omnu4yHas anbmepHamuea 0bbIYHbIM
BOOPYIKEHUSIMY.

B nybnuumnctnyeckom gmckypce otpa-
)XaeTca B3rnsg COBPEMEHHOrO aHrmosi3bl4HOro
obuwecTtBa. Tak, A3blkOBble cpeacTBa Bepba-
nmM3auynm  3HAKOBbIX XapakTepucTuk kubep-
BOWHbI  (QOKYCUPYKT BHUMaHME 4uTaTens

anbTepHaTuBa

12 Karoun Demirjian. Jul 10, 2015 // The Washington Post [Onek-
TpoHHbIM  pecypc]. URL:  https://www.washingtonpost.com/
(23.10.2019).

nyonMUNCTUKN Ha crenyrweMm: KnbepHeTnye-
Ckad BOWHa MMeeT BCe NpWU3HaKku BOWHbI pe-
anbHOMN.

B Hel npucyTCTBYIOT U XepTBbl, U Bpe-
AOHOCHOE OpyXue, paspabaTbiBalOTCA HacTy-
natenbHble MMAaHbl W TaKTUKW, NPOUCXOOAT
CTONKHOBEHUSA BOWCK HA opoHTax ¢ bombamm n
NOTanHbIMK NyTAMM 06X0A4a CUCTEMBI 3aLUUTHI,
a cneumnanbHble BOEHHble NoapasferneHus Bbl-
NONHAT onpeaeneHHble 6oeBble 3agayn._Ku-
GepBoriHa accouMmMpyeTca B CO3HaHUU aHrno-
rOBOPSILLEro C pearnbHOW yrpo3on Hawemy Oy-
aywemy. OHa KoHUenTyanuM3anpyeTcsl Kak «Ho-
Basg dopma Teppopusmay, «an», «rps3Had
yrioBka» WM «CTpaHHas KHWra», a Takke Mo-
XeT NOCNyXUTb «OTIMYHOW anbTepHaTUBOW
0BbLIYHOMY OPYXMIO».
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